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641M - DNP3

1. Introduction

1.1 Overview

This document contains information regarding the configuration and of Modbus to DNP3 on the Elpro 641M
Ethernet Router.

This guide has been written for use by technically competent personnel with a good understanding of the
communications technologies used in the product, and of the requirements for their specific application.

1.2 Compatibility

This application note applies to :

Models Shown: 641M series.

Firmware Version: V1.0.0 (903.0) or newer

1.3 Version

Updates between document versions are cumulative. Therefore, the latest document will include all the content of
previous versions.

Release Date Doc. Version  Firmware Version Change Description

2020/07/17 V1.0.0 V1.1. 4 0cOc9fa First released

1.4 Corrections
Appreciate for corrections or rectifications to this application note, and if any request for new application notes
please email to: support@elpro.com.au

2. Topology

1. 641M Router is configured as a Modbus to DNP3 converter, it acts as a Modbus Master and a DNP3
Outstation.

2. Aserial device support Modbus protocol and acts as Modbus Slave. It connected to 641M router via serial
Ethernet port.

3. 641M router polls the Modbus data from end device (Modbus Slave), then sends the date to the remote
DNP3 Master.

Modbus RTu/TCP |EER] TCP Connection
>

Serial Device Modbus to DNP3
(Modbus Slave) (Converter)

DNP3 Master
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3. Configuration

3.1 Modbus Master Configuration

1. Go to Applications/Modbus To DNP3/Modbus Master, specify the connection settings you are using to
connect to the Modbus Slave, in this example we are using TCP but you could use RS232 or RS485 serial

interface:

Connection List

Index |1
Enable
Description
Scan Rate
Reconnect Interval

Response Timeout

Qe 0a

Delay Between Polls

Connection Type

Enable Show Status
Enable Verbose Log

Server Address
Server Port
Connection Timeout

Channel List
®

Slave 1D Function Code Register Address

Description

2. Go to Applications/Modbus To DNP3/Modbus Master/Channel List, specify the Modbus Master
connection settings and the DNP3 data type:
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Channel Settings

-
Enable
Description
Function Code
Register Address I:I
-
Data Endian
Multiplier @
Shift Right Bits I:I @
Number Of Bits @
Keep Dedmal Places I:I @
exponent [
Enable Timestamp .
[ sve Qi oo |
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3. Go to Applications/Modbus To DNP3/DNP3 Outstation, specify the DNP3 outstation settings like

below:
Status Modbus Master DNP3 Outstation
Enable
Local P [10.0.0.110 |
Local Port |200DD |
Link Address | 1024 |
Master Link Address | 1 |
Enable Unselicited
Data Settings
[ata Location |FLA5H V| @
Send Interval |60 | @
Murnber of Sent |5cmn | @

Advanced Settings
Server Accept Mode | Close New -

Keepalive Interval | 0 | @

Enable Verbose Log O

4. Click Save & Apply

3.2 Configuration of Modbus Slave.

1. SetSlave ID as “1”, Function Code of “03 Holding Registers” and enter a value of 88 into regater location 0.

a3 Modbus Slave - Mbslave
File Edit Connection Setup Display View Window Help

SRR

[= [=@](=]

ID=1:F=03 |

H Alias 00000

— -

1 0

2 0

3 0

4 0

2. 641M had polled the data from Modbus Slave successfully:

Status Modbus Master DNP3 Outstation

DNP32 Outstation Status

Enable  True

DNP3 Qutstation Status ~ Closed

Channel Status

Index Description  Connection Index  Type Slave ID  Register Address  Function Code DNP3 Class DNP3 Index Status Value

1 Analog 1 TCP 1 2 4 Analog Input Class 2 1] connecting

DNP3 Type
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4. Testing

Here used the DNP3 Simulator “OpenDNP3” to do the testing.

1. Run DNP3 simulator and enter the IP Address and P ort to make it connect to 641M(DNP3 Outstation):

@ simulator

s

Metrio

Value

TCF Client TCP Server Seri

192 168 5. 1| s

20000

Settings

[mmel ] Wi

1000 1% Mo Retry (ox)

10000 13 Max Betry (ws)

2. Right Click “channel”, and Add Master:

Initialized DNP3 plugin

Logging
A Brror [ Link
[ ¥arning [ Link Kex
[ Info [ Transport
Ibebug [ Application

@ simulator

© Add i File

Remove

Add Outstation

17:02:24.234 INFO

system

Initialized DNP3 plugin

3. Specify the address on DNP3 Master, to make it match the settings on 641M (DNP3 Qutstation).

® simulato
© Add

i File

DKE3

% charael

Metric
bytes rx

bytes tx

cre errors

cpen count

nua close

cpen Eail count

Llink franes rx

x
bad link fra ..

¥alue
o
o
o
L]
o
o

o

lied franes tx O

L]

641M_Modbus to DNP3_V1.0.docx
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Link  Master
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4. Right Click “Master” and open it:

& simulator - [m]

€ add [ File @ 1

=- ch 17:19:12.935 -LL-> master Function: PRI_UNCONFIRMED USER DATA Dest: 1024 Source:
sk 5 64 11 c4 00 04 01 00 60 4E
3 14 : 02 06 : 03 0f : 04 06

17:19:12.938 <-LL- channel Function: PRI_UNCONFIRMED USER DATA Dest: 1 Scurce: 10
5 64 0A 44 01 00 ) 4 67 ¢

5. Select the data type as “Counter”, then we can see the data had been sent to DNP3 Master from 641M
(DNP3 Outstation) successfully:

DNP3 Master (master) — ] >
Il:olmtor ' ~ | | Index Value Flags Timestanp (UIC)

- [n 88 0011 = ONLINE 2020/7/17 03:19°12.000 (zyn ]

E Type Feriod

w

4

2

I

H

k]
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