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Application Note: PPTP Server with Windows OS

1. Introduction

1.1 Overview

This document contains information regarding the configuration and use of PPTP server with Windows OS.
This guide has been written for use by technically competent personnel with a good understanding of the
communications technologies used in the product, and of the requirements for their specific application.

1.2 Compatibility

This application note applies to :

Models Shown: 641M series.

Firmware Version: V1.1.2 3be6e5a or newer
Other Compatible Models: None

1.3 Version
Updates between document versions are cumulative. Therefore, the latest document will include all the content of
previous versions.

Release Date Doc. Version  Firmware Version Change Description
20211221 V1.1 V1.1.2 3be6eba First released

1.4 Corrections

Appreciate for corrections or rectifications to this application note, and if any request for new application notes
please email to: support@elpro.com.au

2. Topology

WAN: 120.157.20.236

\X\LAN 192.168.1.1/24

LAN 192.168.1.102/24

PPTP VPN tunnel

PPTP assigned
Client IP
192.168.10.2/24

LAN 192.168.1.103/24

PPTP Server IP =3
Subnet
192.168.10.1/24

1. 641M Router with PPTP App install and configured with a static public IP and the PPTP server configured.
2. A PCrun Microsoft Windows OS configured with a PPTP client.
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3. PPTP VPN tunnel is established between 641M router and the PC, PC can access the LAN device behind the
641M Router.

3. Configuration
3.1 PPTP Server Configuration

1. Go to Link Management>Ethernet>LAN, specify your LAN IP address as 192.168.1.0/24 or similar, like
shown below, then Click Save & Apply.

General Settings

Index |1
Interface
1P Address 192.168.1.1
Netmask ~ |255.255.255.0
MTU
DHCP Settings
Enable ¥
Mode
IP Pool Start  |152.168.1.2
IP Pool End  [192.168.1.200
Netmask 55.255.255.0
Lease Time
Gateway
Primary DNS
Secondary DNS
WINS Server

2. Go to VPN PPTP> PPTP Server, enable the PPTP server and configure the Local, Start and End IP addresses
for the PPTP tunnel. This Address range is only used for the tunnel connections and should not be the same
as the Modem LAN IP range. Note: You can limit the number of tunnels allowed by assigning a limited IP
range. Press Save & Apply.

E LP R Login: admin
Technologieos

PPTP Server  PPTP Client

Overview Status
Link Management PPTP Settings
Industrial Interface Enable ¥

Network
—
v Ende

OpenVPN Enable Debug  []

IPsec PPP Settings
Authentication _
PTP Username
Maintenance Password
wu
Enzble Debug ¥
Additional Configurations l:l @

Advanced Settings
Bodngietace || ©

Enable NAT ¥
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3.2 PPTP Client Configuration
1. Open the PCand go to “Network Connections”, select VPN, then “Add a VPN connection”.

m Home VPN
1 o
| IFITE @ ST - | Add a VPN connection
+
Network & Internet
Advanced Options
B Status
Allow VPN over metered networks
%1 Fthernet @D on
= Dial-up Allow VPN while roaming
@ on
% VPN
5= Flight mode .
¢ Related settings
) Mobile hotspot Change adapter options
Change advanced sharing options
& Proxy
Network and Sharing Centre

2. Configure the VPN connection:

Add a VPN connection

VPN provider
Connection name

PPTPVPN

Server name or address
elprosuppert.ddns.net

VPN type

Type of sign-in info

Username (optional)

Password (optional)

~/ Remember my sign-in info

Save Cancel

3. Click “Use Windows built” for the VPN provider, enter a connection name and the PPTP Server IP
address or DDNS, Username and Password (optional — can enter on connection), click “Save”.
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4. After that, navigate to “Network Connections” and locate the new PPTP connection that was just
created like above:

LW

L.

Organise «

S Disabled || _Tipeof VPN
6 Bluetooth |

A

& Network Connections

- o X
A U <« All Control Panel ltems » Network Connections v @ | Search Network Connections »p
sid 3 PPTP VPN Properties ’Tmmn > E- o @

Bluetooth General  Options Security  Networking  Sharing Ethernet 22
Disabled

Paint to Point Tunnelling Protocal (PPTP) ~ | =

Hooc - VP

%gl §t9.’!’

[zl Challengs Handshake Authertication Protacel (CHAP)|
[] Microsoft CHAF Version 2 (WS-CHAP v2)

Automatically use my Windows log-on name and
password {and domain, i any)

OK Cancel

TAP-Windows Adapter V8

ASIX AXEZ179 USE 2.0 to Gigabit E...

Diable] Advanced settings auPF\mrt'lf_AT .
= isabled Data encryption nidentified network
&ET VPN Clien| T - dpe... =
iptional encryption (connect even if no encryption) ~

UsB - PPTP VPN

Disabled Authentication ‘e,-'.m Disconnected
@7 TAP Adapl (O Use Extensible Authentication Protocal (EAP) Lle... |27 WAN Miniport (PPTP)

Properties
@ Allow these protocols
[J Unencrypted password {(PAP)

5. Right click the “PPTP VPN” Network connection, and choose “Properties”, go to “Security” tab, and
specify the Type of VPN as PPTP and Authentication as CHAP only. See above:

6. After finishing all above settings, click connect “PPTP VPN”, and sign in with the Username and
Password, Click “OK”, like below or if you entered the Username and Password in the connection

details pressing “Connect” should get you connected directly:

oz PPTP VPN

Connecting to PPTP VPN

Cancel

Windows Security

Sign in

elptest

....'.| )

oK Cancel
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7. To check connection details, right click the “PPTP VPN” connection, choose “Status”, go to “Details” and
you will see that the PPTP Client had been assigned an IP address that is in the range of the PPTP
Servers configured VPN tunnel.

| - . ’ pdified
= PPTP VPN Status ps L L
| Metwork Connection Details X
Gereral  Details
¢ Network Connection Details:
Connection

d IPv4 Connectivity: Mo Internet access Property Value

IPv6 Connectivity: Mo network access Connection-specific DN..

Mediz State: Connected Deseription FRTR VPN

Physical Address
Duration: 00:00:21
Hraten DHCP Enabled o
i IPv4 Address 152.168.10.2
— IPv4 Subnet Mask 255,255,255 255
IPv4 Default Gateway
Activity IPv4 DNS Server
o IPv4 WINS Server
Sent —— %ﬁ ——  Received MetBIOS over Tepip En...  Yes

Bytes: 26,384 3,644
Al Compression: 0% 0%

Errors: 0 0
[l

Properties Disconnect Diagnose
i
r Cloﬂ Close

4. Testing

1. Go to VPN>PPTP>Status, confirm the PPTP Client had connected to PPTP Server successfully:
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Cverview Status PPTP Server  PPTP Client
Link Management PPTP Server Status

Industrial Interface Remate 1P Uptime
T 1 Connected 192.168.10.2 pop0 00:01:02 |

Applications PPTP Client Status

Index Description Status Local IP Remote IP Interface Uptime

OpenVPN
IPSec
GRE
L2TP

» FPTP

Maintenance
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2. You shouel also be able to open a command window and ping the IP address of the 641M servers LAN (in
this Example its 192.168.1.1) and the devices that are conneced on the modems LAN, i.e. PC’s (if ICMP is
enabled) and other ethenet devices that you need to get to, e.g. 192.168.1.102.

ER Administrator: Command Prompt

C: \WINDOWS\system32>ping 192.168.1.1

with 3: rtes of data:

ing 192.168.1.182

with 32 es of data:
TTL=63
TTL=63

4, Received = 4, Lo
imes in milli
, Maximum = 53ms,

C:\WINDOWS\system32>_

For more information, please contact your local ELPRO reseller or ELPRO sales, sales@elpro.com.au.

ELPRO Technical support can be obtained by contacting support@elpro.com.au or visit the ELPRO web site
www.elpro.com.au

References:

- ELPRO 641M User Manual: https://elpro.com.au/resources/user-manuals/
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